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Case Study | Wireless School Campus AL Allied Telesyn

Hurlstone Agricultural High School

Allied Telesyn wireless solutions create a flexible
and secure learning environment for boarding
school staff and students



As one of only three NSW government schools with student boarding facilities, Hurlstone Agricultural
High School is familiar with unique challenges. When faced with the task of providing online access for
more than 240 boarding students and staff, they responded with some innovative answers.

Background
Situated in Sydney’s
south-west, Hurlstone
Agricultural High
School has a long and
rich cultural history.
Established in 1878,
Hurlstone is a co-
educational selective
day/boarding school
with an enrolment of
about 950 students,
of which over 230 are
full-time boarders.

One of the historic buildings at Hurlstone.

The School has a number of unique features, including a working
farm, staff & student housing, and several historic buildings.

Hurlstone also has a very progressive attitude towards technology &
learning. This is evidenced by the advanced network infrastructure
that has been established over several years.

The building of this network over time, and lessons learned, provided
a catalyst for the school to investigate new technologies to enhance
teaching and learning.

Wireless technologies, and the promise of providing easy mobile
access to online resources for staff and students, was an area

that Hurlstone decided to explore further. By harnessing wireless
technologies, the School was looking to meet a key challenge in it’s
boarding environment.

The Challenge

Rob Craig, acting Deputy Principal and Computer Co-ordinator,
summed up the challenge facing Hurlstone’s boarding school.
“Our Boarding House staff and students need flexible access to our
network anytime, day or night.”

Student boarders faced a contradiction. They had excellent access to
online resources in the classroom, but when they returned to their
dorms, access was unavailable. This was limiting their learning, their
collaboration, and ultimately their potential.

Hurlstone’s boarding facilities comprise more than a dozen buildings,
spread over several hectares, with minimal networking infrastructure
in place. The school had considered wiring the buildings, but this
proved costly and didn't allow the mobility users needed. Moreover,
many boarding staff and students had wireless-ready computers.
Hurlstone was keen to leverage this capability to promote new
learning opportunities.

So, in order to provide seamless, flexible access to network resources
for the boarding school, wireless coverage was seen as a plausible
answer.

Success Criteria
For a successful wireless implementation in their boarding school,
Hurlstone identified four key success criteria.

First and foremost was security. Staff and students would be using
their own equipment, each with it's own unique set of hardware,
software — and potential problems. The wireless solution had to
integrate securely with Hurlstone's existing infrastructure.

Second was availability. Staff and students needed access 24 x 7. They
needed access to all the online resources available in the classroom.
The ability to roam from place to place and stay connected was
critical. And they needed access anywhere in the boarding school
facilities, including open areas, foyers, and staff residences.

Third, the solution had to be cost effective. Like most schools,
Hurlstone’s budget was tight and the school was looking to use their
limited funds in the most efficient manner possible.

Lastly, a scalable solution was required. The wireless network needed
to provide efficient access to hundreds of concurrent users. The
school also had plans to extend wireless network coverage beyond
the boarding school to the rest of the school campus.

00ur Boarding House staff and students need
yexible access to our network anytime, day or
night.6 Rob Craig, Deputy Principal.

The Solution

To design, implement and commission a wireless solution, Hurlstone
called on the services of three trusted technology partners: ASI
Solutions, Commstar Communications, and Allied Telesyn. These three
companies had already been successful in helping Hurlstone achieve
a secure, high performance wired network infrastructure.

Achieving the wireless solution involved 5 steps: Network Audit;
Wireless Site Survey; Solution Design; Implementation; Testing &
Commissioning.

Network Audit

Before evaluating the School’s suitability for wireless coverage,
the wired network needed to be examined. The key question was,
“Can Hurlstone’s wired network infrastructure support wireless
technology?”

Fortunately, Hurlstone had completed a significant network upgrade
in 2004 which resulted in a high-bandwidth gigabit backbone, secure
access to network resources, and up-to-date documentation. The
network was ready.
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Wireless Site Survey

Allied Telesyn, the schools preferred vendor for
wired and wireless network equipment, was
chosen to conduct the wireless site survey.

A wireless site survey is necessary when

deploying a wireless solution over a wide area. It

involves evaluating locations for wireless access

points (APs) and associated antenna using tools
that measure radio signal strength and quality,

data throughput, and radio channel overlap. An :
understanding of channel overlap is required .

to allow roaming, that is, the ability to move o=
Figure 1. Radio Map for a section of the boarding house showing overlapping signals.

between APs and stay connected.

The survey also evaluates contention. That is, how many concurrent
wireless clients will be accessing a single AP, and the effect this has
on bandwidth. Too many users per AP means reduced bandwidth per
user and potential performance issues.

The outcome from the Hurlstone survey was a map of the optimum
physical location of APs, antenna positioning, and the reticulation of
additional copper/fibre cabling to the existing wired network. See
Figure 1.

Solution Design

Using the results of the wireless site survey, ASI Solutions and Allied
Telesyn constructed a design solution. For Hurlstone, there were three
key features to the solution.

Firstly, a number of wireless bridges needed to be deployed to

link various buildings. A wireless bridge is a way of networking

two remote sites when a wired link is not feasible. In Hurlstone’s
case, there were a number of staff and student buildings that were
separated by roads. The cost of laying cable was prohibitive, and so a
54Mbps wireless link was used. See figure 2 below.

Secondly, an innovative security solution needed to be found to
ensure the integrity of the School’s existing network, while making
wireless access as simple and secure as possible.

S4Mbps wircloss bridgo

Directional antenna

Figure 2. Photo showing the 54Mbps wireless bridge linking N-Block on
the right with Z-Block on the left. This was a cost effective alternative to
laying cable underneath the road between the two buildings.
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The key idea was to treat all wireless devices and users as untrusted,
and to leverage the school’s existing network security. See figure 3.

For students, access would be provided via a Terminal Server. In this
way, the local hard drive on the client computer is ignored and a
standard interface is presented to all students. This greatly simplified
both access and management, while providing the required security.

For staff, access is via VPN (Virtual Private Network) using strong
encryption protocols. An Allied Telesyn AR450S security appliance
acts as the VPN concentrator, providing security, encryption and
authentication of wireless users.

Both staff and students are authenticated via the School’s existing
Active Directory domain. This centralises and simplifies user
management.

The third key design feature was seamless roaming. This allows
users to move transparently between APs and stay connected to the
strongest signal, ensuring optimal bandwidth. To achieve this, the
design had to ensure the use of non-overlapping radio channels by

pre-configuring APs before deployment.
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Figure 3. Wireless users are authenticated using a Terminal
Server solution for students and a VPN solution for staff.
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Implementation

Fundamental to the successful implementation at Hurlstone was
communication between the three key partners:The Integrator (ASI
Solutions), the Cabler (Commstar Communications), and the Vendor
(Allied Telesyn).

Each partner was assigned appropriate roles and responsibilities.
The physical installation of APs, new cable runs, and data points
was managed by Commstar. They also positioned the antennas and
installed Power-over-Ethernet switches where required.

The security solution was implemented by ASI Solutions. They
configured and installed the Terminal Server and Radius Server, and
ensured secure integration with the Active Directory domain.

Finally, Allied Telesyn was responsible for integrating the wireless and
wired networks. This included configuring the APs and the AR450S
security appliance.

Commissioning & testing

Once the implementation was finished, a number of tests were
conducted. Links were verified for integrity and performance. APs
were “tweaked” to optimize coverage and roaming, and the security
solution was put through it's paces with sample staff and student
users.
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Once up and running, field testing and feedback from users began.

A staged approach was adopted. Initial testing was conducted by

a small group of users (< 10) in a limited area. Testing was then
extended to several boarding school buildings, with approximately 10
users per building. Lastly, wireless access was extended to all users.

As of October 2005, the wireless solution was providing access to over
100 concurrent users, across the whole boarding school campus, 24
hours a day.

Key Outcomes
John Norris, Hurlstone’s Principal, comments, “The most striking
outcome is secure & flexible learning.”

Secure wireless access is now available 24 x 7 for all boarding school
staff and students. All online resources are available, including web,
email, home directories, library services, printers, and servers.

The solution is platform independent. Users can chose Windows, Mac
0S, and even Linux as their preferred client.

Staff and students now move around the boarding school campus
and stay connected to the network. This promotes an immediacy to
learning by providing access where and when needed.

Parents have commented on the improved communication with the
boarding school. Students can email and chat online with parents
outside normal school hours.

Lastly, the solution is ready for
growth. Hurlstone is currently
extending the wireless network to
a number of staff residences, and
plans to cover the whole school
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Figure 4. Logical network diagram
showing wireless coverage across
the boarding house campus.
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